
Lunch and Learn Webinar:

Cybersecurity on a 
Shoestring!
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What is Cybersecurity?

Cybersecurity is the practice of protecting systems, 
networks and programs from digital attacks. 

In real terms, organizations need a comprehensive 

solution that is built for them to protect its information, 

reputation, and continuity!
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A Holistic Cybersecurity Solution
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Cybersecurity Terms

Never use the terms Incident or Breach unless directed to do so by a qualified 
cybersecurity or forensic professionals.

Attack
An attempt to bypass security.  There are 
millions of events per second.

Incident
An incident  bypassed one or more levels 
of security, required human intervention 
to correct, but did not access 
information.

Breach
An event bypassed one ore more levels of 
security and modified, deleted, extracted, 
or read data

Event
An event bypassed one ore more levels of 
security but did not require human 
intervention to resolve.
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Who are these Bad Actors?

Organized CrimeEnd-User Nation States
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• Ransom: Where a business will pay for the restoration of their 
information

• Extortion: Where a business will pay to stop the release of their 
information

• Data Sale: Where the bad actors will sell your information on 
the ‘dark web’

How do they get paid?

There are three common methods for Bad Actors revenue:
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Bad Actors have several methods to access company data!

Common Access Entry Points

Environment Human Element 

• Vulnerabilities (17%) 

• Misconfiguration

• Unpatched Systems

• 3rd Party Breach

• Credentials (38%)

• Phishing (17%)

• Physical Security Challenges

• Social Engineering

*2024 Verizon DBIR Report

68%
*Excludes Privilege Misuse
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Bad actors work to find access into corporate systems through 
social engineering and testing, and environment vulnerabilities!

• Credentials (49%) 

Solution: Multi-Factor Authentication (MFA)

• Phishing (17%) 

Solution: Security Awareness Training / Email Filter

• Exploits (9%) 

Solution: System Patching and Assessments

Gaining Access

*Verizon 2023 DIBR Report
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Gaining Access is just the start

Cyber Attack

Bad Actor Access

Investigation

Data Exfiltration

BCDR Manipulation

Production Manipulation

Ransom Request
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So how do we protect ourselves?

People Process Technology
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Technology: A Layered Defense

DNS & Web Filter – Bad URL or Websites

MDR – Monitoring + Known and Unknown Threats

Security Awareness Training – Protection from Spam and Websites

SIEM & SOC – Monitoring and Correlation of Events

Access Management – Limiting Access to Data and Systems

Business Continuity / Disaster Recovery - Recover from Data Loss / Manipulation
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Cybersecurity Insurance – Financial Recovery from Breach
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Process: NIST CIS Framework 

IDENTIFY

PROTECT

DETECT
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RECOVER

BUILD UNDERSTANDING RISKS,ASSETS, AND USERS

TAKE ACTION REGARDING CYBERESCURITY EVENTS

IMPLEMENT SAFEGUARDS TO GUARD DELIVERY

IDENTIFY CYBERSECUIRTY EVENTS

RESTORING CAPABILITIES

SECURITY ASSESSMENTS

IMPLEMENT MFA

MONITORIN ALERTS

ISOLATE NETWORK / INACT IRP

INACT BCDR PLAN

EXAMPLES
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Key Skills for an IT Team (2024)

• Cybersecurity: Understanding concepts and processes

• Data Protection: Understanding the security and recoverability of data

• AI Implementation: Understanding readiness for AI in businesses

People: The Right Team



Moving the Needle 
(on a shoestring budget)
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Multi-Factor Authentication

Cloud Application

Login

MFA Challenge

MFA Response
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Security Awareness Training

Education

SAT focuses on bringing awareness to 
common and uncommon security threats. 
From phishing & smishing to wire transfer 
fraud, SAT helps individuals spot threats.

Testing

As part of the education process, SAT has 
testing options to help re-enforce education.  
By sending fake messages that have common 
threats, employees can spot them and report 
them.  
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DNS & Web Filtering

Good Site Bad Site
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321+ Considerations

Production Data Local Backup Offsite Backup

Geographic Distance

BREACH ON THE SAME NETWORK

ImmutableImmutable

PERFORMANCE
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• IRP: Incident Response Plan

• EDR / MDR: Endpoint or Managed Detect and Response

• MFA: Multi Factor Authentication

• SAT: Security Awareness Training

• SIEM & SOC: Security Information and Event Management

• BCDR: Business Continuity / Disaster Recovery

Foundation: Six Core Cybersecurity Requirements
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When Bad Actors Engage a Prepared Environment

Fake Email Attack
Password Theft
General Exploits
Data Ransom 

Security Awareness Training
Multi-Factor Authentication
SIEM & SOC + Patching
BCDR
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Wrapping it up!

Building a comprehensive cyber strategy is critical to ensuring your 

business-critical data is always protected!

Everyone is a Target
Ability and willingness to pay 
outweighs business size.

Build a Layered Defense
There is no magic bullet for cyber 
protection.  Layers of solutions provide 
the best defense.

Know Your Risks
Building a great protection strategy 
starts with knowing your  businesses 
individual risks.   



Thank You!
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