SECUREWON

Protecting Possibilities
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Lunch and Learn Webinar:
Cybersecurity on a
Shoestring!




N +

b

What is Cybersecurity?

Cybersecurity is the practice of protecting systemes,
networks and programs from digital attacks.

In real terms, organizations need a comprehensive
solution that is built for them to protect its information,
reputation, and continuity!
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A Holistic Cybersecurity Solution

People Process

Engineering Incident Response
Response Team Disaster Recovery
Communication Maintenance

Leadership Escalation

Technology

MDR
SIEM
BDR
MFA

Cybersecurity  Data Protection (BCDR)
Assessments Vulnerability Management
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Cybersecurity Terms

Never use the terms Incident or Breach unless directed to do so by a qualified
cybersecurity or forensic professionals.

An attempt to bypass security. There are An incident bypassed one or more levels
millions of events per second. @ of security, required human intervention
to correct, but did not access
information.
Event Breach
| 1010
Q An event bypassed one ore more levels of An event bypassed one ore more levels of
\ | security but did not require human | O | O security and modified, deleted, extracted,
intervention to resolve. or read data
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Who are these Bad Actors?

End-User Nation States

Sl
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Organized Crime



How do they get paid? :

There are three common methods for Bad Actors revenue:

* Ransom: Where a business will pay for the restoration of their
information

* Extortion: Where a business will pay to stop the release of their
information

 Data Sale: Where the bad actors will sell your information on
the ‘dark web’
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Common Access Entry Points

Bad Actors have several methods to access company data!

30

*Excludes Privilege Misuse

Environment

* Vulnerabilities (17%)]
* Misconfiguration

* Unpatched Systems

- 3" Party Breach

*2024 Verizon DBIR Report
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Gaining Access

Bad actors work to find access into corporate systems through
social engineering and testing, and environment vulnerabilities!

* Credentials (49%)

Solution: Multi-Factor Authentication (MFA)
* Phishing (17%)

Solution: Security Awareness Training / Email Filter
* Exploits (9%)

Solution: System Patching and Assessments
*Verizon 2023 DIBR Report
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Gaining Access is just the start

Ransom Request

Production ManipulatiQe

Q BCDR Manipulation

Data Exfiltration
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Important Message from Karen Lynch, CEO of CVS

Dear Curtis,
I hope this email finds you well. I wanted to reach out to you personally to inform you of some important updates regarding our company.

As you may know, CVS is committed to providing the best possible healthcare services to our customers. In order to continue to do so, we have recently made some changes to our
internal systems and processes.

As a valued member of our team, we need your help to ensure that these changes are implemented smoothly. Please click on the link below to access our new system and complete
the necessary training:

httpu//www.cvs-training .com

If you have any questions or concerns, please do not hesitate to reach out to me directly.

Thank you for your continued dedication to CVS.

Best regards,

Y CVS pharmacy

Karen Lynch
CEO, CVS Health
Email: klynch@cvs.com

Phone: (555) 123-4567




+++++++
+++++++

N e e,
/2R
-"1::} +++++
So how do we protect ourselves?
People Process Technology



Technology: A Layered Defense

CYBER & DATA PROTECTION

Business Continuity / Disaster Recovery - Recover from Data Loss / Manipulation
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Process: NIST CIS Framework

PROTECT

DETECT

EXAMPLES

BUILD UNDERSTANDING RISKS,ASSETS, AND USERS

SECURITY ASSESSMENTS

IMPLEMENT SAFEGUARDS TO GUARD DELIVERY

IMPLEMENT MFA

IDENTIFY CYBERSECUIRTY EVENTS

MONITORIN ALERTS

TAKE ACTION REGARDING CYBERESCURITY EVENTS

ISOLATE NETWORK / INACT IRP

RESTORING CAPABILITIES
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INACT BCDR PLAN




People: The Right Team

Key Skills for an IT Team (2024)
: Cybersecur ity: Understanding concepts and processes

- Data Protection: Understanding the security and recoverability of data

- Al Implementation: Understanding readiness for Al in businesses
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Moving the Needle

(on a shoestring budget)



Multi-Factor Authentication
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Cloud Application




Security Awareness Training

Important Message from Karen Lynch, CEO of CVS
Educatioisiss

I hope this email finds you well. I wanted to reach out to you personally to inform you of some important updates regarding our company.

As you may know, CVS is committed to providing the best possible healthcare services to our customers. In order to continue to do so, we have recently made some changes to our

SAT focuses ot systems and processes.

common an d As a valued member of our team, we need your help to ensure that these changes are implemented smoothly. Please click on the link below to access our new system and complete

From ph|ShIn the necessary training:
fraud, SAT hel

hitp://www.cvs-training .com

If you have any questions or concerns, please do not hesitate to reach out to me directly.

Thank you for your continued dedication to CVS.

Testing

Best regards,

As part of the YCVvs pharmacy

testing optio
By sending fa
threats, empl
them.

Karen Lynch
CEO, CVS Health
Email: klynch@cvs.com

Phone: (555) 123-4567
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DNS & Web Filtering

Good Site
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321+ Considerations

Immutable

HE SAME NETWORK
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Production Data Local Backup
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Immutable

Offsite Backup




Foundation: Six Core Cybersecurity Requirements

* /RP: Incident Response Plan

 EDR / MDR: Endpoint or Managed Detect and Response

* MFA: Multi Factor Authentication

o SAI: Security Awareness Training

e SIEM & SOC: Security Information and Event Management
* BCDR: Business Continuity / Disaster Recovery
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When Bad Actors Engage a Prepared Environment
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Fake Email Attack ™==s>==  Security Awareness Training
Password Theft ==ey==  Multi-Factor Authentication
General Exploits === == SI|EM & SOC + Patching

Data Ransom —™ BCDR
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Wrapping it up!

Building a comprehensive cyber strategy is critical to ensuring your

business-critical data is always protected!

Everyone is a Target Build a Layered Defense
Ability and willingness to pay There is no magic bullet for cyber
outweighs business size. protection. Layers of solutions provide

the best defense.

Know Your Risks

Building a great protection strategy
starts with knowing your businesses
individual risks.
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SECUREWON

Protecting Possibilities

Thank You!
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